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Introduction

* Debugging Challenges in Production
Environment

* Debugging Tools in Production Environment
* How to use them?

* Demos
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We will be using demo from
http://debuggingblog.com/demos
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* Crash

 Worker Process Recycle

* Hang

* Slow Response

* High CPU Usage

 High Memory Usage

e Exceptions —Unknown

|l have no cl
o | can’'t even

ue, what's
reproduce

“ SoftSource

Consulting



e WinDbg
* DebugDiag
* Performance Monitor

* PAL — Performance Analysis of Logs
 WinDbg Extension —sos.dll and sos2.dll

e Sysinternals from
http://technet.microsoft.com/en-
us/sysinternals/default.aspx for example
Process Explorer, Process Monitor
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chn C A IMNDOWS systen3 2, C

CowwinDbbgrcscript.exe adplus._wbs —-crash —-p 4652 —qgquiet
Microsoft (R) windows Script Host wersion 5.7
Copwright (C) Microsoft Corporation. All rights reserwved.

Attaching the debugger to: ACRORDIZ2 . EXE
(Process ID: 465273

C:x\winbDbg=}

E C:wWinDbgt cdb.exe

S8@8; .echos .dump —u ~~mdi ~c 1st_chance_Etack_huffer_puerf1uw_exceptiun_in_ﬂCHDHDEZl’

SERHE_»unning_on_PRASHANTDEIEA C-~WinDhg-Craszh_HMode Date_@A5—29-200%__ _Time_22-5%Y—3

TYPM-PID—4A652 ACRORD3I2 _ERE 1st_chance_Stack_buffer»_overf low mini.dmps GH'Y —c2
—— 2nd chance Stack_buffer» overf low exception ———s;.echo ———

——i.-echo;_echo Occurren

ce happened at: ;.tdimes.echos:s.echo Faunlting stack below — ;" Hkun258;: .echo s - dump

— sma ~c 2nd_chance_Stack _buffer» overf low_exception_in_ACRORD3IZ _EXE_ running_on

_PRASHANWHTDE3IA C:-~WinDhg-Crash_Mode Date_ @A —29—2007%_ Time_ 22-57—3YPHM-PID—4652 A

CRORD3IZ2 _ERE 2nd_chance_Stack_buffer»_overf low full.dmpsfelog_sty» ADPlus detecte

d a 2nd chance Stack _buffer oversf low exception in process ACRORDIZ _EXE and has t©

aken the following actions at the time of the crazh: Log Time Stack FullDump Eue

ntLog. The output directory is Cos~WinDhg-Crash_HMode Date_B@A5—29-2802_ Time_ 2257

—37PM;: GH'" =ho

H:-BEA86 > ==

B:ARG> = ADPlus is monitoring: ACRORDIZ2 _EHE

HB-@8d6 > = for 1=t chance and 2Z2nd chance exceptions as configured abouve.

B-EBHA6> = To change ADPlus configuration please refer to ADPIlus . Doc. This Ffile ca
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O DEDEEEEOOE

763b0000 763£9000
65000000 e5026000
76c90000 Yechiaooo
7eb40000 Yebedoon
76390000 F63ad00n
773d0000 77443000
74720000 7476000
75520000 755e=000
03000000 03121000
£=2d70000 SadaBO00
7efd0000 7704£000

SSIHDOWS systend2~wocomdlgd? dll
Software~SmnidgeonSof t~FEBrowsePro2~FEFILE . DLL
SJIIIHDOWS =ystends~inagehlp . dll
SIHDOWS~svystend2~winmm.d1ll
SWINDOWS =y=tend 2~ IMM32 DLL
SSITTHDOWS-WinS=S5~x286_Microszof t  Windows  Commnon—CZontrol=s 6595b64144ccfldf 6. 0. 2600 5512
SWIHDOWS =y=stend 2~HSCTEF d11
SIIHDOWS~svstendd~nectfine . ine
Sof tvare~SnidgeonSof t-PEBrowvseProZ2~DBGHELE . DLL
SIHDOWS ~sy=tend2~uxthemns . dll
SWIHDOWS~systenI 2~ CLEBCATO DLL

77050000 77115000 SWIHDOWS syvstend 2~C0HEes d11

01400000 01447000 Sof twvare~SnidgeonSof tPEBrowvseProZ~asvynsrw . dll
(864 1268): Breal instruction exception — code 30000003 (first chance)
eax=7ffdf000 =b=x=00000001 ecx=00000002 =d=xz=00000003 ==i=00000004 =di=00000005
gip=7Yc90120e e=sp=0lclffcc ebp=01clfffd4d 1copl=0 nv up 21 pl =¥ na pe nc
c==001b ===0023 d==0023 e==0023 {==0038 g==0000 ef1=00000246
ntdll |DbgErealFPoint :
Tc90120e co int 3
His==ing image name. possible paged-out or corrupt data.
Hi==inhg image nanse. pos=sible paged—-out or corrupt data.
Mi==ing image namnse. pos=ible paged—-out or corrupt data.
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* logEventOnRecycle attribute

* Memory Based Recycling

e Memory Threshold

* Overlapped Recycling and their problems
e Rapid Fail Protection

* Process Orphaning

* Periodic Recycle
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ASP NET Worker Process - Cra h’

Unhandled Exception
System.OutOfMemoryException
System.StackOverflowException
System.ExecutionEngineException

Heap Corruption
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Demo ¢ Crash/Unhandled Exception
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* Long Running Requests
* Thread Starvation

* Context Switching
* Deadlock/WaitHandle

* Low CPU hang —lock/external
resources/database/web services

* High CPU Hang —Heavy load on Server/Infinite
oop/Too Much GC/Native Thread spinning on
Lock
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alyze Performance Issues in Production

i
* |dentify the Server/Process
e Use Performance Counter logs
e Memory Dump of a Process
* Thread Stacks
* CPU Usage Stats
* Memory Statistics
* Managed Heap statistics

e ThreadPool Stats
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* Managed Heap
— JIT Code Heap
— GC Heap
— LOB Heap
— Loader Heap

e Stack
 Unmanaged Heap
* Memory Fragmentation
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Performance Counters Logs—if there is one
Memory Dumps

Thread Statistics — Dead Threads, Blocking
Finalizer

Loader Heap Stats

GC Heap Stats

LOB Heap Stats
Cache/Session/ViewsState in ASP.NET
GDI Handles

GCHandles
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e CoreCLR

 Silverlight Spy — courtesy
http://silverlightspy.com/silverlightspy/downl
oad-silverlight-spy/

* Fiddler —HTTP Debugging Proxy
* Browser Memory Dump

 WinDbg and sos for silverlight
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* DML support
* AnalyzeOOM
e VerifyObj

* FindRoots

e GCWhere

e ListNearObj
* HeapStat

* GC History
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http://www.debuggingblog.com

The best ASP.NET Debugging Blog
http://blogs.msdn.com/tess

My Favorite blog in Native Debugging
nttp://www.dumpanalysis.org

Debugging ToolBox/Scripts/Cool Debugging Tips
nttp://blogs.msdn.com/debuggingtoolbox
Advanced Windows Debugging Blog
http://blogs.msdn.com/ntdebugging/
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Microsoft Gold Certified Partner

* Consulting Services
e Software Development
* Education and Training

Please Visit us at http://www.sftsrc.com
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